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Office of Inspector General Letter on NASA’s Top
Management and Performance Challenges

National Aeronautics and
Space Administration

Office of Inspector General
Washington, DC 20546-0001

November 15,2011

TO: Charles F. Bolden, Jr.
Administrator

FROM: Paul K. Martin O(.g-

Inspector General
SUBJECT: 2011 Report on NASA’s Top Management and Performance Challenges

As required by the Reports Consolidation Act of 2000, this memorandum provides our views
of the top management and performance challenges facing NASA and is to be included in the
Agency’s Performance and Accountability Report for fiscal year 2011.

In determining whether to report an issue as a top challenge, we consider the significance of
the issue in relation to the Agency’s mission; its susceptibility to fraud, waste, and abuse;
whether the underlying problems are systemic; and the Agency’s progress in addressing the
issue. We previously provided a draft copy of our views to NASA officials and considered all
comments received.

Through various initiatives and by implementing recommendations made by the Office of
Inspector General (OIG) and other oversight bodies such as the Government Accountability
Office, NASA is working to improve Agency programs and operations. However, in our
opinion top challenges remain in the following areas:

The Future of U.S. Human Space Flight

Project Management

Infrastructure and Facilities Management
Acquisition and Contract Management
Information Technology Security and Governance

This year we removed two issues that appeared on our 2010 list of top challenges: Financial
Management and Human Capital. After receiving disclaimers of opinion on its financial
statements for the previous 7 years, in 2010 NASA was able to develop sufficient financial
evidence and documentation to allow auditors to issue a qualified opinion on the Agency’s
financial statements. For FY 2011, NASA received an unqualified audit opinion — its first
since 2002. Although significant work remains in this area, we believe the Agency’s progress
over the past several years justifies removing financial management from the list of top
Agency challenges.

Similarly, while NASA will always face challenges relating to its workforce, we believe that
given the Agency’s changing mission its main challenge with respect to Human Capital will be
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to ensure continued access to the highly skilled civilian and contractor workforce vital to the
Agency’s success. Accordingly, we discuss this issue as part of Challenge One — Future of
U.S. Space Flight.

During FY 2012 the OIG will conduct work that focuses on NASA’s efforts to meet these
challenges. We hope that you find our views helpful. Please contact me if you have
questions.

Enclosure
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NASA’s Top Management and Performance Challenges
November 2011

Introduction

Transition remained the key theme at NASA this past year as the Agency’s focus shifted away
from the Space Shuttle Program to the next phase in the Nation’s more than 50 years of space
exploration. With the final Space Shuttle mission ending successfully in July 2011, NASA
began planning in earnest for the crewed space program called for in the National Aeronautics
and Space Administration Authorization Act of 2010 (Authorization Act). At the same time,
NASA continues to support the development of commercially operated cargo and crew
transportation to the International Space Station (ISS). While the Authorization Act was
intended to clarify the future direction of NASA’s space program, much of 2011 was marked by
congressional concern over the pace and fidelity with which NASA was implementing the law.

Moreover, for the first 6 months of fiscal year (FY) 2011, NASA operated under a continuing
resolution that perpetuated language in the 2010 appropriations law prohibiting the Agency from
cancelling contracts related to its former rocket and crew vehicle development program even
though the program itself had been cancelled by the Authorization Act. As a result, NASA was
in the difficult position of having to fund elements of a cancelled program and abide by
restrictions that prohibited it from establishing new programs to fully implement the Act’s
directives. In January 2011, the Office of Inspector General (OIG) sent a letter to the Agency’s
congressional oversight and appropriations committees urging congressional action to address
this situation. The restrictions were finally removed in April 2011.

Adding to the uncertainty of the past year, the viability of NASA’s flagship science program —
the James Webb Space Telescope (JWST) — has come under intense scrutiny. Although it was
well known for some time that JWST was substantially over budget and behind schedule, a
NASA review panel’s November 2010 findings that the total cost of the Program would exceed
$6.2 billion with an earliest possible launch date of September 2015 caused some to question
whether the Program should continue. Indeed, the House Appropriations Committee in

July 2011 recommended terminating all funding for JWST in NASA’s FY 2012 budget.
Although the corresponding Senate bill contained money to continue the Program, a final
decision on whether and at what level Congress will fund JWST is pending. Moreover, the
NASA Administrator has publicly stated that other NASA science and institutional programs
will need to be cut in order to offset the funds needed to support JWST.

Finally, like other Federal Government agencies NASA faces significant budget reductions in
coming years. For example, the House has proposed $16.8 billion for NASA in FY 2012,
$1.6 billion below the 2011 funding level and $1.9 billion below the President’s 2012 budget
request. The Senate, on the other hand, proposed a FY 2012 funding level of $17.9 billion.

Against this backdrop, we have identified five overarching issues we believe pose the top
management and performance challenges to NASA leadership in 2011:

e Future of U.S. Human Space Flight

NASA Office of Inspector General Page 1 of 17
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Project Management

Infrastructure and Facilities Management
Acquisition and Contract Management
Information Technology Security and Governance

In deciding whether to identify an issue as a top challenge, we considered the significance of the
issue in relation to the Agency’s mission; its susceptibility to fraud, waste, and abuse; whether
the underlying causes are systemic in nature; and the Agency’s progress in addressing the
challenge. Several of these challenges — specifically project management, acquisition and
contract management, and infrastructure and facilities management — are long-standing concerns
likely to remain top challenges for the foreseeable future. However, with focused and sustained
efforts we believe that NASA can make significant strides in addressing all of the challenges we
have identified.

This year we removed two issues that appeared on our 2010 list of top challenges: Financial
Management and Human Capital. After receiving disclaimers of opinion on its financial
statements for the previous 7 years, in 2010 NASA was able to develop sufficient financial
evidence and documentation to allow auditors to issue a qualified opinion on the Agency’s
financial statements. For FY 2011, NASA received an unqualified or “clean” audit opinion — its
first since 2002. Although significant work remains in this area, we believe the Agency’s
progress over the past several years justifies removing financial management from the list of top
Agency challenges.

Similarly, while NASA will always face certain challenges relating to its workforce — for
example, ensuring that its employees comply with their ethical responsibilities — we believe that
given the Agency’s changing mission its main challenge with respect to Human Capital will be
to ensure continued access to the highly skilled civilian and contractor workforce vital to the
Agency’s success. Accordingly, we discuss this issue as part of Challenge One — Future of U.S.
Space Flight.

1. Future of U.S. Human Space Flight

U.S. human space exploration — NASA’s most visible mission since its creation more than 50
years ago — has evolved from the Apollo era to the Space Shuttle and ISS era. With the end of
the Space Shuttle Program and the resulting reliance on the Russian Soyuz for astronaut access
to the ISS, NASA is embarking on a series of new endeavors, including encouraging
development of commercial companies seeking to provide cargo and crew transportation to the
ISS and developing new systems and technologies for exploration beyond low Earth orbit.

International Space Station. The ISS will play a prominent role in NASA’s human space flight
activities throughout this decade. However, until commercial companies are capable of
providing crew and cargo transportation services, NASA must rely on the Russian Soyuz to ferry
astronauts to the ISS and on the Russians and other international partners for ISS cargo resupply
missions. Although there are enough on-orbit supplies to sustain the ISS through summer 2012,

NASA Office of Inspector General Page 2 of 17
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Soyuz flights will be the only means to rotate crews and ensure a continued human presence on
the ISS for at least the next several years.

Underscoring the tenuousness of the situation, the first vehicle to launch to the ISS in the post-
Shuttle era — an unmanned Soyuz rocket carrying three tons of supplies — failed on launch in
August 2011. The Russian space agency, Roscosmos, concluded that a blocked fuel line had
caused the launch failure and said it plans to return the Soyuz rocket to manned flight in
November 2011 with a 3-person crew that includes a NASA astronaut. Indeed, the successful
launch of an unmanned Soyuz rocket on October 30 set the stage for this next manned flight.
However, corrective actions involving all affected Soyuz flight hardware will impact the
schedule of future ISS resupply and crew rotation flights.

A longer-term challenge with respect to the ISS is to ensure that NASA maximizes the
productivity and use of the portion of the ISS that operates as a U.S. national laboratory. To that
end, NASA has entered into a cooperative agreement — valued initially at $15 million per year —
with the Center for the Advancement of Science in Space (CASIS) to manage the national
laboratory’s capabilities and ensure they are available to the broadest possible cross-section of
U.S. scientific, technological, and industrial communities. In the years ahead, NASA must
ensure that CASIS develops a varied research and development portfolio based on U.S. national
needs for basic and applied research; establishes a marketplace to facilitate matching research
pathways with qualified funding sources; and stimulates interest in using the national laboratory
for research and technology demonstrations and as a platform for science, technology,
engineering, and mathematics education. In addition, NASA needs to continue encouraging use
of the ISS by other U.S. Government agencies, other nations, and the commercial sector, while
seeking partnerships, cost sharing, and other arrangements to supplement NASA funding of ISS
research and operations. The OIG is currently examining NASA’s efforts to ensure full
utilization of the ISS, including the selection and management of a balanced portfolio of research
projects to increase the return on the Government’s substantial investment.

Commercial Launch Providers. While NASA has over 50 years of experience with contractor-
built, Government-owned space vehicles, the Agency has never procured transportation for its
astronauts aboard a commercially developed vehicle. Over the past several years, NASA has
begun to foster commercial industry with the expectation of developing safe, reliable, and
affordable commercial space transportation systems capable of providing cargo and crew
transportation services to the ISS and low Earth orbit.

NASA has made sustained progress toward its goal of obtaining commercial cargo and crew
transportation services to low Earth orbit. With respect to cargo, NASA has been working to
develop commercial providers’ capabilities for the past several years and since 2005 has spent
$500 million through its Commercial Orbital Transportation Services (COTS) Program. Two
companies have entered into funded COTS agreements with NASA: Space Exploration
Technologies Corporation (SpaceX) and Orbital Sciences Corporation (Orbital). In FY 2011,
NASA requested an additional $312 million — a 62 percent increase above initial COTS
estimates — to fund the efforts of these companies, reduce risk, and improve schedule. A series
of technical delays postponed SpaceX’s first COTS demonstration flight until December 2010,
and the first demonstration flight that will actually travel to the ISS, also by SpaceX, is scheduled
for early 2012. In October 2011, Orbital announced that delays in NASA’s construction and
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certification of the Agency’s Wallops Island launch complex could delay the company’s first
launch vehicle test flight originally planned for late December 2011 until late February or early
March 2012. Orbital’s first COTS demonstration mission to the ISS is scheduled to occur in the
second quarter of 2012.

With respect to commercial crew transportation services, in April 2011 NASA announced a
second round of Commercial Crew Development (CCDev) awards totaling $269.3 million to
four companies — Blue Origin, Boeing, Sierra Nevada Corporation (Sierra Nevada), and SpaceX.
NASA has since reported that these companies have successfully met all their initial milestones.
Furthermore, NASA has amended its agreements with Boeing and Sierra Nevada by including
optional milestones for specific tests of their systems intended to accelerate development efforts.
If all milestones are completed successfully, the value of these agreements is $112.9 million and
$105.6 million, respectively. Reflecting the new milestones, the manager for NASA’s
Commercial Crew Program has stated that Sierra Nevada’s Dream Chaser spacecraft will make a
high-altitude test flight next summer from either Edwards Air Force Base or the White Sands
Missile Range.

In July 2011, NASA and United Launch Alliance (ULA) entered into an unfunded Space Act
Agreement to share personnel, infrastructure, and information to accelerate the potential use of
ULA’s Atlas V launch vehicle as part of a commercial crew transportation system.
Subsequently, NASA entered into unfunded Space Act Agreements with Alliant Techsystems
(ATK) and Excalibur Almaz Incorporated (EAI) to collaborate on the development of ATK’s
commercial launch system known as Liberty and further the development of EAI’s spacecraft
concept for low Earth orbit crew transportation.

In September 2011, NASA released an outline of its two-phase acquisition strategy to achieve a
certified crew transportation capability from private industry no later than the end of FY 2016.
The draft request for proposal calls for a firm-fixed-price Commercial Crew Integrated Design
Contract in the first phase to be awarded to one or more companies that will result in a complete
end-to-end design compliant with NASA Crew Transportation System requirements, including
spacecraft, launch vehicle, launch services, ground and mission operations, and recovery. The
contract value could be up to $1.61 billion from July 2012 through April 2014. The Agency
anticipates this funding would support one or more contractors. In the second phase, NASA will
issue a separate, formal solicitation for follow-on contracts for development, test, evaluation, and
certification activities with optional ISS service flights.

NASA'’s decision to move away from funded Space Act Agreements toward contracts based on
the Federal Acquisitions Requirement (FAR), which would allow NASA more control over
development, has drawn sharp criticism from some quarters over fears that this acquisition
mechanism may cause significant delays and limit the flexibility of participating companies. In
rolling out its new strategy, NASA stated that it will use a non-traditional contract approach that
will not require certified cost and pricing data and Cost Accounting Standards requirements. In
addition, NASA said its proposed procurement approach will allow the companies to tailor their
technical approach to NASA’s requirements and limit deliverables while NASA adjusts its level
of insight and oversight over the contractors as projects move from design and development to
certification of the vehicle for flight.
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Nevertheless, some industry representatives have expressed concern that NASA’s move away
from Space Act agreements may be prohibitively expensive, create undue administrative
burdens, and curtail the innovation and control they have over their system designs. Conversely,
NASA believes the risk that commercial partners’ may develop systems that do not meet the
Agency’s human rating requirements could cause costly and time-consuming redesigns and pose
safety concerns, and therefore requires that NASA be more involved in the development of
commercial transportation systems.

In a report we issued in June 2011, we identified a series of challenges NASA faces in certifying
and acquiring commercial crew transportation services to low Earth orbit.' These include:

(1) modifying NASA’s existing safety and human-rating requirements for commercially
developed systems; (2) managing the recently announced acquisition strategy for commercial
crew transportation services; (3) implementing the appropriate insight/oversight model for
commercial partner vehicle development; (4) relying on an emerging industry and uncertain
market conditions to achieve cost savings; and (5) managing the relationship between
commercial partners, the Federal Aviation Administration, and NASA. As NASA moves
forward in this area, the Agency must strike a balance that will enable innovation and flexibility
yet provide the appropriate amount of direct Government involvement to ensure the safety of
NASA’s astronauts.

At the same time NASA is fostering the development of commercial cargo and crew capabilities
to the ISS, Congress has directed the Agency to develop its own launch system and crew vehicle
to carry astronauts beyond Earth’s orbit. Addressing both of these responsibilities
simultaneously will continue to present a significant management challenge for NASA
leadership.

NASA Transportation Systems. In September 2011, NASA announced the design it will
pursue for its next generation Space Launch System (SLS). This new heavy-lift rocket will be
capable of more than double the lift capacity of any operational launch vehicle that exists today
and will be America’s most powerful since the Saturn V rockets that carried Apollo astronauts to
the Moon. With an evolvable architecture, the rocket will have an initial capacity of 70 metric
tons and eventually be capable of 130 metric tons. Mounted atop the SLS will be the Multi-
Purpose Crew Vehicle (MPCV), which is being developed using existing contracts and based on
design requirements for the Constellation Program’s Orion Crew Exploration Vehicle. The
MPCYV will serve as the primary crew vehicle for missions beyond low Earth orbit. In addition,
the SLS and MPCV will serve as backup crew and cargo transportation to the ISS in the event
that international partners and/or commercial space systems are unavailable.

In January 2011, NASA reported that the Reference Design Vehicles that had been chosen for
the SLS and MPCV would be unable to meet all requirement and schedule goals or fit into the
projected budget profiles contained in the Authorization Act.? For example, NASA reported that
a 2016 first flight of the SLS, as required by the Act, does not appear to be possible within

' NASA OIG, “NASA’s Challenges Certifying and Acquiring Commercial Crew Transportation Services”
(IG-11-22, June 20, 2011).

?NASA, “Preliminary Report Regarding NASA’s Space Launch System and Multi-Purpose Crew Vehicle Pursuant
to Section 309 of the NASA Authorization Act of 2010 (P.L. 111-267)” (January 2011).
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projected funding levels. Instead, NASA plans to conduct the first uncrewed SLS and MPCV
test flights in 2017, with the first astronaut crew flying in 2021. In the decades that follow,
NASA plans to undertake crewed and robotic missions to a near-Earth asteroid, the Moon, and
eventually Mars.

Developing a launch system and crew vehicle, modifying the necessary supporting ground
systems, and meeting the NASA Administrator’s mandate that exploration systems be
affordable, sustainable, and realistic are significant management challenges for NASA
leadership. For example, an August 2011 independent cost assessment concluded that NASA’s
estimates for the SLS, MPCV, and associated ground support programs are reasonable for near-
term budget planning but do not support establishment of long-term budgets or detailed baselines
consistent with Agency program management requirements.

In an effort to reduce cost during the design phase, NASA focused on reduction of development
and operations costs. For example, the SLS will use the same propulsion approach — liquid
hydrogen and liquid oxygen — for both the core and upper stages and make use of existing Space
Shuttle hardware and technological investments to the greatest extent practicable. Similarly, the
MPCYV will use much of the current Orion systems design. However, the early cost estimates for
the initial SLS and MPCV capability may exceed $18 billion over the next 5 years, including
approximately $10 billion for the SLS, $6 billion for the MPCV, and $2 billion for ground
support and launch facility modernization at the Kennedy Space Center. The OIG is currently
examining NASA'’s efforts to develop the MPCV as well as its plans to modify the Ares I mobile
launcher for use with the SLS, and will continue to focus on these important issues.

Space Shuttle Transition and Retirement. After 30 years and 135 missions, NASA’s Space
Shuttle Program officially ended on August 31, 2011. The Space Shuttle Transition and
Retirement Office will now lead all Space Shuttle-related work, including overseeing the
preparation of the three retired Orbiters for public display and ensuring unneeded facilities and
property are closed, sold, or made available to new users. As discussed above, NASA
announced that the new SLS will incorporate technological investments from the Space Shuttle
and Constellation programs in order to take advantage of proven hardware and manufacturing
technology and reduce development and operations costs. Additionally, NASA plans to retain,
for use by the SLS, elements of the Orbiters’ main propulsion system, ground support
equipment, and other hardware to reduce cost and schedule risks for the new program. These
and other activities associated with the end of the Space Shuttle Program represent the largest
such transition and retirement effort ever undertaken by NASA. The OIG will continue to
examine NASA’s management of this complex challenge.

Launch Vehicles. The cost and availability of certain classes of launch vehicles needed to
support NASA’s missions represents a continuing challenge for NASA. For the past decade,
NASA and other parts of the U.S. Government have relied on the Atlas V and Delta IV rockets
to launch their largest and most important spacecraft. However, retirement of the Space Shuttle
and cancellation of the Constellation Program removed a considerable portion of the customer
base for the manufacturer of these launch vehicles and has resulted in higher costs for Atlas V
and Delta IV component suppliers. Similarly, the Department of Defense’s decision to stop
using the Delta II — the medium-class vehicle that has been NASA’s launch vehicle of choice for
nearly 60 percent of its science missions over the last decade — and the decision by ULA to cease
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their production has presented NASA with a near-term challenge of finding suitable, cost-
effective launch service providers for a number of its science missions.® Although new launch
vehicles in this class are currently under development, they are unlikely to be ready to launch
NASA'’s science missions until late 2013 or early 2014.

In February 2011, the OIG reported on the projected costs and challenges NASA has faced in
finding suitable launch vehicles for its science missions, in particular the medium-class Soil
Moisture Active Passive (SMAP) mission scheduled to launch in November 2014.* The report
highlighted the disparity in performance and launch services costs between currently available
launch vehicles, such as Minotaur and Atlas V, and the estimated costs of launch vehicles under
development. Because NASA had not selected a launch vehicle for the SMAP mission as of
early November 2011, the project’s launch is likely to be delayed.

The issue of increasing cost and availability of launch vehicles is not limited to the SMAP
mission. For example, the costs to launch NASA’s Mars Atmosphere and Volatile Evolution
Mission to Mars in 2013 are $187 million. This compares to the $124 million that NASA
negotiated 4 years ago to launch the Landsat Data Continuity Mission (scheduled to launch in
December 2012) using the same Atlas V launch vehicle. Furthermore, these costs are predicted
to continue increasing by as much as 30 percent for launches occurring in 2018. In addition, the
Government Accountability Office (GAO) reported that the Joint Polar Satellite System
(JPSS-1), and the Ice, Cloud, and Land Elevation Satellite (ICESat-2) missions are approaching
their preliminary design reviews but have not yet identified a suitable launch vehicle.” Because
changing launch vehicles after preliminary design review often results in substantial cost
increases and schedule delays, the report states that NASA is likely to make a launch vehicle
decision, prior to having certified as safe for flight, vehicles that are in development and accept
any resulting cost and schedule impacts resulting from the certification process. While NASA
has estimated the costs associated with the certification process and potential technical issues
that could arise during that process, these costs are not covered under existing budgets.

The issues surrounding launch vehicle availability have been exacerbated by two recent failures
of the Taurus XL rocket. On February 24, 2009, NASA’s Orbiting Carbon Observatory was lost
when the payload fairing, a clamshell-shaped cover that encloses and protects the satellite, failed
to separate during the rocket’s ascent. Similarly, the Glory satellite was lost on March 4, 2011,
when the same fairing, which had been modified after the last failure, again failed to separate.
After the March 2011 failure, NASA stopped payment on the contract for the Taurus XL rocket
it had planned to use to launch the Orbiting Carbon Observatory-2 satellite in February 2013.
Consequently, NASA has put this launch on hold, which will undoubtedly result in increased
project costs.

In September 2010, NASA announced its NASA Launch Services (NLS) II indefinite-delivery-
indefinite-quantity contracts as the primary means to acquire launch services through 2020.

* Medium-class missions are typically satellite payloads between 1,500 and 3,200 kilograms (3,300 to 7,040
pounds), respectively, launched to a 675-kilometer (approximately 405 miles) orbit around the Earth.

4 NASA OIG, “Review of NASA’s Acquisition of Commercial Launch Vehicles” (IG-11-012, February 17, 2011).

* GAO, “NASA: Medium Launch Transition Strategy Leverages Ongoing Investments but Is Not Without Risk”
(GAO-11-107, November 22, 2010).
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Under NLS II, NASA awarded contracts to Lockheed Martin for the Athena I and II, Orbital
Sciences for the Pegasus XL and Taurus XL, SpaceX for the Falcon 1 and 9, and ULA for the
Atlas V. In September 2011, the Agency modified the NLS II contract to make available the five
remaining Delta II rockets in ULA’s inventory. However, these vehicles can only be launched
from Vandenberg Air Force Base in California because the Delta II launch pad at Cape
Canaveral in Florida is no longer maintained.

To provide some stability for the launch vehicle industrial base and take advantage of new
launch capability, NASA, the National Reconnaissance Office, and the U.S. Air Force recently
signed two agreements. The first is a memorandum of understanding, signed in March 2011,
intending to stabilize the current Evolved Expendable Launch Vehicle (Atlas V and Delta IV)
industrial base. The second, signed in October 2011, is an agreement on a coordinated strategy
to establish clear criteria for certification of commercial providers of launch vehicles used for
national security space and civil space missions. The intent of this coordinated strategy is to
further competition and provide a consistent path for new entrants to compete for U.S.
Government missions. This approach is characterized by a risk-based certification framework —
already in use by NASA — which provides a methodology for certification of launch vehicles
based on the risk tolerance of each payload.

U.S. Space Industrial Base. The recent changes in the direction of NASA’s human space flight
program may adversely affect the U.S. space industrial base and associated supply chain.
Retirement of the Space Shuttle, cancellation of the Constellation Program, and the debates over
development of a new space transportation system and the amount of funding that should be
dedicated to commercial partner activities could negatively impact the Agency’s ability to retain
the manufacturing and technological capabilities, skilled workforce, and supply chains necessary
to meet NASA’s missions. For example, in December 2009 the White House Office of Science
and Technology Policy reported that Government and commercial long-term requirements are
insufficient to drive significant private sector investment in new propulsion capabilities and
technologies. Additionally, in 2010 a Department of Commerce survey of NASA’s supply chain
network found that an estimated 28,000 jobs may be lost nationwide as a result of Space Shuttle
retirement, Constellation transition, and the projected gap in procurements for future human
space flight systems.

Historically, the design, development, and production of space systems have involved low
production quantities, a high degree of specialization, and dependence on a uniquely skilled and
highly qualified workforce. But many smaller vendors involved in the process cannot easily
accommodate changes in schedule, funding levels, or requirements for low-production items. In
addition, domestic and foreign competition, variability of demand, and skills retention have
significantly reduced the domestic supplier base available to NASA. In fact, many of NASA’s
long-standing industry partners have already faced steep layoffs as new partners struggle to cut
costs and make emerging space systems more affordable. While the September 2011
announcement of plans to move forward developing the SLS may help mitigate some of these
issues, NASA must address these significant challenges as it seeks to build new space
capabilities.
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2. Project Management

Effective project management is critical to NASA’s ability to achieve its overall mission, but
systemic weaknesses in this area have proven a long-standing challenge for the Agency. The
OIG is focusing increased attention on this issue to help ensure that NASA is actively addressing
the challenges associated with developing and operating its space and science missions.
Specifically, the OIG is conducting a review of NASA’s project management practices to
identify the root causes affecting project managers’ ability to meet cost, schedule, and
performance expectations.

Cost and Schedule Estimates. Historically, NASA has struggled with establishing realistic cost
and schedule estimates for the projects in its portfolio. Both the OIG and GAO have repeatedly
cited cost growth and schedule slippage in the Agency’s major projects. This is often due to the
Agency’s failure to address systemic project management challenges related to requirements
growth, cost estimating, technology development, and partner performance.

For example, in March 2011 GAO released its assessment of 21 large-scale NASA projects with
a combined life-cycle cost exceeding $68 billion. GAO found that 13 projects for which NASA
established baselines prior to 2009 experienced an average development cost growth of almost
55 percent, with a total increase in development costs of almost $2.5 billion from their original
baselines.® GAO attributed this cost and schedule growth in part, to the Agency’s failure to
adequately identify and provide funding to match technological complexities.

Perhaps no project is more emblematic of the scope of the Agency’s project management
challenges than the JWST, NASA’s most expensive and technologically complex science
project, is now projected to cost $8.8 billion and to launch in October 2018, significantly above
its original life-cycle cost baseline estimate of $5 billion and later than the original launch date of
June 2014. Similarly, in June 2011 the OIG reported on cost and schedule issues with NASA’s
Mars Science Laboratory (MSL) Project.” Because of management’s failure to accurately
estimate the resources required to address MSL’s complex technical issues, the launch was
delayed approximately 2 years to November 2011, development costs increased by 86 percent
(from $969 million to the current $1.8 billion), and the project’s life-cycle costs increased by

56 percent (from $1.6 billion to the current $2.5 billion).

Partner-related issues have also contributed to cost growth and schedule delays in NASA
projects. For example, the National Polar-orbiting Operational Environmental Satellite System
Preparatory Project (NPP), which the OIG reported on in June 2011, experienced a 54 percent
increase in costs and a 5-year launch delay.8 Originally planned for an October 2006 launch
with a life-cycle cost of $560 million, NPP successfully launched on October 28, 2011, with life-
cycle cost growth to $864 million. Although NASA met its schedule and technical requirements
for producing the NPP spacecraft and the instruments for which it was responsible, the other
partners involved in the project — the Department of Defense and the National Oceanic and

6 GAO, “NASA: Assessments of Selected Large-Scale Projects” (GAO-11-239SP, March 3, 2011).
"NASA OIG, “NASA’s Management of the Mars Science Laboratory Project” (IG-11-019, June 8, 2011).
¥ NASA OIG, “NASA’s Management of the NPOESS Preparatory Project” (IG-11-018, June 2, 2011).
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Atmospheric Administration — were unable to deliver their scientific instruments to NASA in a
timely manner, thereby resulting in additional costs to NASA. GAO reported similar challenges
related to NASA’s partnership with the Space Agency of Argentina, Comision Nacional de
Actividades Espaciales (CONAE), on the Aquarius mission. This project, whose goal is to
measure sea surface salinity and provide the global view of salinity variability that is needed for
climate studies, was delayed approximately 2 years and cost NASA $40 million more than the
baseline estimate due to delays by CONAE in developing the spacecraft and propulsion system
thrusters. Moving forward, NASA’s challenge will be to strike a balance between collaborating
with other Federal Government agencies and international partners while minimizing the
resource impact on NASA should a partner fail to timely meet its responsibilities.

Project Management Principles and Tools. To execute projects within established cost and
schedule estimates, NASA needs to maximize the use of sound project management principles in
projects both large and small. These principles are codified in Agency-wide policies that
establish the requirements by which NASA should formulate and implement space flight
programs and projects. As discussed above, the JWST project illustrates NASA’s difficulty in
applying these principles to a major science project. However, the challenge for NASA in
successfully applying these project management principles extends beyond its multi-billion
dollar projects. For example, in September 2011 the OIG issued its review of the Advanced
Radiation Instrumentation Project, a suite of instruments designed to monitor astronauts’
exposure to radiation while aboard the ISS, that found managers did not follow established
policies.9 Consequently, the Project incurred significant cost increases, schedule delays, and was
de-scoped to exclude some planned elements.

While effective project management historically has been a major challenge for NASA, the
Agency has shown that it can use project management tools, such as earned value and risk
management, to produce positive results. For example, in reviewing NPP we found that
managers implemented an earned value management system to track the development of the
instruments NASA was responsible for producing and implemented risk management procedures
to identify, analyze, track, and communicate associated risks. As a result, NASA’s instruments
were ready in time for the original October 2006 launch, management proactively took steps to
mitigate partner delays by performing risk reduction tests on individual instruments upon
delivery as opposed to waiting until the integration phase as originally planned, and the final
ground and integration testing was accomplished on schedule and within budget. Conversely,
we found that MSL Project managers consistently underestimated costs and did not identify and
assess all risks associated with problems and failures and consequently experienced significant
cost growth and schedule delays. Going forward, NASA’s challenge will be to consistently
employ these and other tools to improve cost estimating on all Agency projects.

? NASA OIG, “A Review of NASA’s Replacement of Radiation Monitoring Equipment on the International Space
Station” (IG-11-027, September 29, 2011).
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3. Infrastructure and Facilities Management

NASA is the ninth largest Federal Government property holder, controlling a network of
approximately 5,400 buildings and structures that support Agency research, development, and
flight activities. In total, the assets occupy 44 million square feet and represent more than

$29 billion in current replacement value. The Authorization Act requires NASA to examine its
structure, organization, and institutional assets and develop a strategy for the most efficient
retention, sizing, and distribution of facilities and other infrastructure consistent with NASA’s
mission. NASA’s ability to effectively manage its large and aging portfolio of facilities is a
critical and long-standing challenge for the Agency.

Maintenance, Repair, and Use of Aging Facilities. For years, NASA has struggled with its
aging and underutilized infrastructure and the related issue of managing its backlog of deferred
maintenance projects. NASA officials report that more than 80 percent of the Agency’s facilities
are 40 or more years old and beyond their design life. Under its current policy, NASA is
required to maintain these facilities to keep them operational or, if they are not being used, to
ensure they do not pose a safety hazard. The Agency estimated its deferred maintenance costs
for 2011 at $2.47 billion."

The Aerospace Safety Advisory Panel cited NASA’s aging facilities as an area of concern in its
most recent annual report, and in a 2010 report the National Research Council cited a “steady
and significant decrease in NASA’s laboratory capabilities, including equipment, maintenance,
and facility upgrades” that require more maintenance than funding permits. For several years,
Congress has cited NASA’s backlog of maintenance and repair projects as an area of concern.
For example, NASA’s 2008 Authorization Act directed the Administrator to “determine and
prioritize the maintenance and upgrade backlog at each of NASA’s Centers and associated
facilities, and develop a strategy and budget plan to reduce that maintenance and upgrade
backlog by 50 percent over the next 5 years.” However, according to Agency officials, funding
constraints over the years have resulted in little reduction in NASA’s backlog of deferred
maintenance projects.

In March 2011, we issued an audit report in which we reported that NASA’s ability to plan for
and achieve a reduction in its maintenance backlog is hindered by the lack of reliable facilities
maintenance cost data.!' At the time of our fieldwork, NASA used multiple and inconsistent
mechanisms for capturing costs associated with facilities maintenance work. In addition, without
proper preparation and use of planning documents, NASA maintenance managers could not
effectively assess anticipated maintenance needs across the agency or effectively compete for
funding with other Center support services. Similarly, an August 2011 OIG report examined the
accuracy of data contained in NASA’s primary system for compiling and analyzing the Agency’s
real property assets and found that the data relating to utilization, mission dependency, and

" NASA, “Deferred Maintenance Assessment Report: FY 11 NASA-Wide Standardized Deferred Maintenance
Parametric Estimate (Full Assessment),” October 1, 2011.

"' NASA OIG, “Audit of NASA’s Facilities Maintenance” (IG-11-015, March 2, 2011).
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condition were unreliable metrics for evaluating NASA’s real property assets, largely because
NASA Centers used inadequate processes to gather and update the information.

The challenge for NASA leadership in this area is to reduce the backlog of essential maintenance
projects. Failure to do so will further increase the risk that Agency facilities will not be available
for future use or may create additional risks to the safety of personnel and equipment and the
accomplishment of NASA’s missions. Moreover, continuing to “kick the can down the road” is
likely to result in higher costs to repair these facilities in the future.

Master Planning for Facilities Needs. To make the strategic decisions necessary to address its
infrastructure challenges, NASA is developing its first integrated, Agency-wide real property
Master Plan. NASA began developing this Master Plan in early 2011 and expects to complete it
by the end of the year. NASA intends to use the Plan to coordinate resources across the Agency,
link real property needs with projected funding to support NASA programs and strategic
objectives, and gain efficiencies by eliminating facilities that no longer benefit the Agency.

The development of an Agency-wide Master Plan was the result of NASA’s efforts to revise its
facility strategy to reduce the Agency’s infrastructure footprint. In response to the Authorization
Act, NASA is preparing a strategy document that describes the facilities renewal approach
adopted in 2009 by the Agency, known as the “similar/smaller strategy,” with a goal to reduce
each Center’s current replacement value by 10 percent by 2020 and 15 percent by 2050.

The Agency faces significant challenges as it works to meet current and future mission
requirements and to comply with the intent of the Authorization Act to downsize its
infrastructure to fit current and future missions and expected funding levels. Given the
importance of the Agency-wide Master Plan to this process, the OIG is conducting a review to
determine (1) whether NASA has an effective overall Agency-wide Master Plan; (2) whether
Center master plans align with the Agency’s goal to reduce its real property footprint; and (3)
whether NASA has an effective approach for prioritizing projects for construction of facilities
funding.

Reducing Unneeded and Duplicative Infrastructure. NASA has more real property than
necessary to meet its mission, and in the last 2 decades numerous studies have stressed the need
for NASA to reduce its infrastructure. In the1990s, GAO issued several reports on NASA’s
challenges to achieving reductions and efficiencies in its infrastructure and noted that NASA was
building new facilities faster than it was consolidating or closing older ones, resulting in major
areas of duplication of capabilities. In May 2007, GAO reported that over 10 percent of NASA’s
real property assets were not being utilized at all or were underutilized. 3 In 2008, NASA’s own
Program Analysis & Evaluation (PA&E) Office identified 203 facilities that had no future
mission requirement. Finally, in an August 2011 audit, we found numerous NASA facilities that
had not been utilized, some for as long as 10 years."

12 “NASA Infrastructure and Facilities: Assessment of Data Used to Mange Real Property Assets” (IG-11-024,
August 4, 2011).

" GAO, “Federal Real Property: An Update on High-Risk Issues”( GAO-07-895T, May 24, 2007).

"' NASA OIG, “NASA Infrastructure and Facilities: Assessment of Data Used to Manage Real Property Assets”
(IG-11-024, August 4, 2011).

NASA Office of Inspector General Page 12 of 17

260 Other Accompanying Information



OIG Letter on NASA's Top Management and Performance Challenges

The challenge for NASA leadership in this area is to identify and reduce unneeded and
duplicative property in light of the costs associated with facility disposal or consolidation, the
varying mission requirements of each Center, and the political pressures to retain or build the
mission capabilities of specific Centers. To determine which facilities NASA can eliminate in
the future, NASA management must focus on identifying the key missions, technologies, and
programs that NASA intends to pursue over the next 20 to 30 years. Beyond the strategic plan,
NASA must identify strategic goals with enough specific detail to facilitate identifying unneeded
facilities and eliminate the conservative “keep it in case we need it” approach to managing its
facilities.

Given the likelihood of constrained budgets, it is imperative that NASA take action to evolve
toward the most efficient facility structure for its future. To assist in this effort, in September
2011 the OIG initiated a review to examine NASA’s efforts to identify and reduce the Agency’s
unneeded and duplicative research and development facilities, focusing initially on wind tunnels
and test stands.

Leased Space at NASA Centers. NASA’s excess of real property presents considerable
challenges for the Agency in its efforts to address the maintenance needs of its aging facilities.
Leasing offers the Agency a means to help address this challenge. Leasing should not be used as
a rationale to retain unneeded or duplicative infrastructure; however, NASA could generate
revenue to offset facilities operations and maintenance costs and potentially reduce some of its
$2.47 billion deferred maintenance liability by leasing underutilized but essential facilities to
external entities.

One tool available to NASA is Enhanced-Use Leasing (EUL), which allows NASA to retain and
use the proceeds derived from the leasing of underutilized real property. In FY 2003, Congress
granted EUL authority to Ames Research Center and Kennedy Space Center, allowing those
Centers to out-lease underutilized real property and retain the proceeds for facilities projects.
This authority includes a provision for in-kind payment in the form of facility upgrades or other
services in lieu of cash. For example, Kennedy has an EUL with a Florida utility for a 60-acre
site that supports a solar farm that is integrated into the Center’s power grid and generates

1 percent of the Center’s power needs. The FY 2008 Appropriations Act expanded NASA’s
EUL authority to all NASA Centers beginning December 31, 2008. However, the Act required
the leases to be cash only and prohibited Centers from accepting in-kind payments. NASA
officials have indicated that allowing all Centers to accept in-kind consideration would be
helpful to their facilities management efforts.

The OIG initiated a review in July 2011 to examine the effectiveness of NASA’s management of
its lease agreements. In this review, we are assessing whether NASA is effectively identifying
space available to lease, whether NASA’s leasing activities are beneficial to NASA and the
Government, whether NASA has improved internal controls to account for in-kind consideration
for EULs, and whether NASA is recouping all appropriate costs under the terms of lease
agreements.
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4. Acquisition and Contract Management

Approximately 83 percent of NASA’s $18.7 billion FY 2010 budget was spent on contracts to
procure goods and services and provide funding to grant and award recipients. Accordingly, it is
critical that NASA use the most advantageous acquisition and award strategies to promote
competition and ensure the billions of dollars of taxpayer funds entrusted to it are spent wisely.
However, systemic weaknesses in NASA’s internal controls related to acquisition and
contracting continue to create challenges for the Agency. The OIG will continue to focus
resources on this issue to identify instances of fraud, waste, and abuse by contractors and
awardees as well as weaknesses in the Agency’s system of internal controls.

Contract Management. Given the large amount of taxpayer funds it spends on contract awards,
Agency managers are constantly challenged to ensure that NASA pays contractors in accordance
with contract terms and receives fair value for its money. Indeed, the OIG’s investigative work
continues to uncover fraud and overcharging by NASA contractors. For example, this past year
a Michigan-based firm agreed to pay $800,000 to resolve allegations that it fraudulently obtained
a contract with NASA’s Plum Brook Station by misrepresenting its eligibility for a Service-
Disabled Veteran-Owned Small Business set-aside. Similarly, a joint investigation with other
government agencies identified a group of communications service providers who had
improperly billed NASA and other customers over an extended period of time for telephone
systems and equipment that did not function properly and for maintenance on those systems after
they had been replaced. This case resulted in a $13 million repayment by the contractors to the
United States.

One area in which NASA has been particularly challenged with regard to safeguarding against
fraud is its Small Business Innovation Research (SBIR) Program. Between 2004 and 2008,
NASA awarded an average of $112 million annually to small businesses under this Program to
stimulate technological innovation, increase participation by small businesses in federally funded
research and development, and increase private-sector commercialization of innovations derived
from federally funded research and development efforts. In multiple investigations over the
years, the OIG has indentified significant fraud, waste, and abuse in NASA’s SBIR Program.
For example, this past year an OIG investigation resulted in the criminal convictions of a
University of Florida professor and his wife who had submitted fraudulent proposals to obtain
more than $3 million in SBIR contracts with NASA and the Air Force. Although the defendants
claimed their company would provide NASA with research from scientists and engineers
working in a state-of-the-art analysis and data communication laboratory, in reality they simply
submitted the work of graduate and doctoral students at the University, without the students’
knowledge or approval. In another case, a small business submitted the same or very similar
research proposals to multiple Federal agencies and received more than $373,000 in SBIR
contract awards for the same or similar work.

Based on these and other similar OIG investigations, the OIG conducted an audit in 2011
examining the internal controls in NASA’s SBIR Program.'> We found that while NASA’s
methods of choosing SBIR award recipients appeared objective and merit-based, its oversight

'S NASA OIG, “Review of NASA’s Management of Its Small Business Innovation Research Program™ (IG-11-010,
January 12, 2011).
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and monitoring of awards was deficient. Specifically, SBIR awards in 2008 contained an
estimated $2.7 million in unallowable and unsupportable costs, including travel and equipment
expenses. We also found that because NASA had not implemented appropriate internal controls
in the SBIR Program, some SBIR award recipients may have received multiple SBIR awards
from different Federal agencies for the same research, or NASA may have received highly
questionable research products for its money. As part of our audit work, we developed a data-
mining tool that NASA and other Federal agencies with SBIR programs are using to help
identify SBIR fraud. We also made several recommendations to the SBIR Program to
implement new processes or procedures to improve verification of contractor performance and
protect against potential fraud earlier in the review and selection process. Based on recent
discussions with Program personnel, we believe the Agency is making strides toward
implementing these recommendations.

Grant Management. NASA faces the ongoing challenge of ensuring that the approximately
$550 million in grant funds it awards annually are administered appropriately and that recipients
are accomplishing stated goals. Over the past 5 years, the OIG has conducted 37 grant fraud
investigations resulting in 3 prosecutions and $10.1 million in restitution and recoveries. In a
recent case, an OIG investigation found that a grant to Morehouse College had been improperly
used to fund an employee’s personal travel and to purchase equipment and services unrelated to
the purpose of the grant. As a result of this investigation, Morehouse College agreed to pay
$1.2 million in a civil settlement to the Government.

During FY 2010, NASA awarded $1.7 billion in procurement actions to educational and other
nonprofit institutions, including $557 million (33 percent) in grant awards. This financial
assistance was awarded to recipients to facilitate research and development projects; to fund
scholarships, fellowships, or stipends to students, teachers, or other faculty; and to fund
educational research performed by educational institutions or other non-profit organizations. In
September 2007, the OIG reported weaknesses in the Agency’s administration and management
of its education and training grants. Specifically, the OIG found that grant recipients had
misspent grant funds because of the Agency’s lack of oversight at the recipient level. Four years
later, in a September 2011 report, the OIG identified weaknesses in NASA’s oversight of its
grant award process and continued weaknesses in the monitoring of grantee performance. The
lack of proper oversight contributes to a heightened risk that grant objectives will not be met and
grant funds may be misused.

NASA is faced with the challenge of enhancing its level of oversight to its grant recipients while
balancing resource limitations and budget constraints. We will continue to focus OIG resources
in this area as the Agency takes steps to address our recommendations and enhance its processes
for managing its grant awards.

5. Information Technology Security and Governance

NASA information technology (IT) systems and networks control spacecraft, collect and process
scientific data, and enable NASA personnel to collaborate with their colleagues around the
world. Over the past decade, NASA has become dependent on computerized information
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systems to carry out daily operations and to process, maintain, and report essential information.
Although most NASA IT systems contain data that may be widely shared, some contain sensitive
information which, if released or stolen, could result in significant financial loss or adversely
affect national security. Accordingly, it is imperative that NASA properly protect its IT systems
and networks.

IT Security Weaknesses. Over the past several years, OIG reviews have identified a recurring
theme of poor management processes and inadequate operational and technical controls that
affect NASA’s ability to protect the information and information systems vital to its mission.

As part of our FY 2011 Federal Information Security Management Act (FISMA) audit, we found
that NASA had not fully implemented key requirements needed to adequately secure Agency
information systems and data. For example, NASA has not fully developed a comprehensive
governance structure and Agency-wide risk management strategy, and the Office of the Chief
Information Officer (OCIO) could not provide us with evidence that the Agency has an active
risk assessment process specific to information security. Until NASA improves its IT security
practices by completing a comprehensive IT security risk assessment, the Agency is vulnerable
to computer incidents that could have a severe or even catastrophic effect on Agency assets and
operations.

We also found that the OCIO has not effectively managed corrective action plans to prioritize
mitigation of IT security weaknesses. This occurred because the OCIO did not have a formal
policy for managing the plans and did not follow recognized best practices when it purchased an
information system intended to facilitate Agency-wide management of IT corrective action
plans. We found that the information system was significantly underutilized and therefore was
not an effective tool for managing corrective action plans.

Through our audits and assessments during the past year, the OIG has found significant and
recurring internal control weaknesses in NASA’s IT security control monitoring and cyber-
security oversight. For example, although NASA has made progress in transitioning to a
continuous monitoring program, the Agency still needs to (1) create and maintain a complete,
up-to-date record of IT components connected to its networks; (2) define the security
configuration baselines that are required for its system components and develop an effective
means of assessing compliance with those baselines; and (3) use credential scanning as part of
vulnerability management on all its IT systems. We also found that NASA’s network defenses
and incident detection capability could neither prevent nor detect sophisticated but increasingly
common types of cyber attacks that target sensitive data on the Agency’s computer networks.

Specifically, we found that six computer servers associated with IT assets that control NASA
spacecraft and contain critical data had vulnerabilities that would allow a remote attacker to take
control of or render them unavailable. Moreover, once inside the Agency network, the attacker
could use the compromised computers to exploit other weaknesses we identified, a situation that
could severely degrade or cripple NASA operations. Finally, NASA has not established an
alternate or backup Agency-wide incident detection capability for its Security Operations Center.
If the Security Operation Center became unavailable, NASA’s ability to detect and promptly
respond to cyber attacks against Agency computer systems and networks could be severely
degraded.
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Attacks on IT Infrastructure. Attacks on NASA’s IT infrastructure occur regularly. In 2009
and 2010, NASA reported 5,621 computer security incidents that resulted in the installation of
malicious software on Agency systems or unauthorized access to its computers. Such incidents
disrupt Agency operations and can result in the loss or theft of sensitive data from NASA
computer systems.

NASA remains a target both because of the large size of its networks and because its information
is highly sought after by criminals attempting to steal technical data or further other criminal
activities. Moreover, the attacks are becoming more sophisticated and harder to detect and
remediate. For example, an OIG investigation initiated in September 2008 led to the prosecution
of'a U.S. citizen who had gained the highest level of access to two NASA web servers that
contained scientific weather data used by more than 3,000 individuals each day. As a result of
the intrusion, the server had to be taken off line for 19 days resulting in at least $66,000 in
mitigation and repair costs. In other recent OIG investigations, we identified Chinese, Swedish,
and British citizens as the individuals responsible for compromising various NASA IT systems.

As the threat expands and the sophistication of the attacks increases, NASA will continue to be
challenged to ensure that its IT security is sufficiently robust.

NASA IT Governance. Achieving the Agency’s IT security goals will require sustained
improvements in NASA’s overarching IT management practices and governance. Effective IT
governance is the key to accommodating the myriad interests of internal and external
stakeholders and making decisions that balance compliance, cost, risks, and mission success.
Federal law and NASA policy designate the Headquarters-based Chief Information Officer as the
NASA official responsible for developing IT security policies and procedures and implementing
an Agency-wide IT security program. However, we have found that the Chief Information
Officer has limited ability to direct NASA’s Mission Directorates to fully implement IT security
programs. As a result, key Agency computer networks and systems operated by the Mission
Directorates do not consistently comply with Agency IT policy.

In October 2011, NASA adopted an IT governance model to streamline decision making for and
prioritization of strategic IT investments across the Agency. However, our review of NASA’s IT
governance model reveals limited involvement of Mission Directorate senior officials in
NASA'’s in IT security decisions. Moreover, the model does not incorporate IT security policy
as a key element when evaluating significant IT investments. Until NASA incorporates IT
security policy into its IT governance model and fully implements related IT security programs,
the Agency will continue to be at risk for security incidents that can have a severe adverse effect
on Agency operations and assets.
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FY 2011 Inspector General Act
Amendments Report

Background

The Inspector General Act Amendments of 1988 (P.L. 100-504), require that each agency head submit semi-annual
reports to Congress on the actions taken in response to Office of Inspector General (OIG) audit, evaluation, and inspec-
tion reports. Consistent with the Reports Consolidation Act of 2000 (P.L. 106-531), the National Aeronautics and Space
Administration (NASA) consolidates and annualizes the required semi-annual Inspector General Act Amendments
reporting elements for inclusion in the annual Performance and Accountability Report (PAR).

Required agency reporting under the 1988 amendments consists of;

1. Disclosure of OIG reports containing findings with monetary benefits (i.e., disallowed costs and funds put to better
use):

e for which management decisions were made during the reporting period (FY 2011);

e for which final management decisions have been made, but final management action is pending;
e for which final management action was taken during the reporting period, and;

e for which no final management action was taken during the reporting period.

2. Disclosure of OIG audit reports issued in prior fiscal years (pre-FY 2010) for which final management action is pend-
ing, but not yet completed.

In addition to above statutory requirements, the Office of Management and Budget (OMB) has issued specific action
requirements to federal agencies in their Circular No. A-50, “Audit Follow-up.” These requirements include among other
things that federal agencies ensure that final management decisions on audit recommendations are reached within
six months after an OIG audit report is issued and that related corrective action associated with the final management
decision begin as soon as possible.

The following definitions are provided to enhance the readability of NASA’'s FY 2011 Inspector General Act Amendments
Report:

Final Management Decision is reached when management evaluates the OIG’s findings and recommendations
and determines whether or not to implement a proposed recommendation.

Final Management Action is the point in time when corrective action, taken by management in conjunction with
a final management decision, is completed.

Corrective Action consists of remediation efforts on the part of management which are intended to mitigate an audit
finding.

Questioned Costs are those identified by the OIG as being potentially unallowable or unallocable because of: (a)
an alleged violation of a provision of a law, regulation, contract, grant, cooperative agreement, or other agreement or
document governing the expenditure of funds; (b) a finding that, at the time of the audit, such cost is not supported
by adequate documentation; or (c) finding that the expenditure of funds for the intended purpose is unnecessary or
unreasonable.
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Disallowed Costs are questioned costs that management has sustained or agreed should not be charged to the
Government.

Funds Put to Better Use (FPTBU) are funds that could be used more efficiently if management implemented an
audit recommendation. Efficiencies may result from: (a) reductions in outlays; (b) de-obligation of funds, or (c) costs
not incurred by implementing recommended improvements related to operations of the agency, a contractor, or a
grantee.

NASA’s Audit Follow-up Program

NASA is committed to ensuring timely and responsive final management decisions along with timely and complete
final management action on audit recommendations issued by the NASA OIG. NASA management believes that audit
follow-up is essential to improving the efficiency and effectiveness of NASA’'s programs, projects, and operations. In this
regard, NASA has implemented a comprehensive program of audit liaison, resolution, and follow-up intended to ensure
that audit recommendations issued by the OIG are resolved and implemented in a timely, responsive, and effective
manner.

NASA has designated the Office of Internal Controls and Management Systems (OICMS) as the Agency’s office of
primary responsibility for policy formulation, oversight, and functional leadership of NASA’s audit liaison, resolution and
follow-up program. OICMS implements program activities through an Agency-wide network of Audit Liaison Represen-
tatives (ALRs), who, in turn, are responsible for executing program activities at the operating level. This network of ALRs,
in conjunction with OICMS oversight, provides the organizational structure to support NASA’'s audit liaison, resolution,
and follow-up program. Program activities are tracked, monitored and reported through the utilization of NASA’'s Audit
and Assurance Information Reporting System (AAIRS). AAIRS is a web-based tracking and reporting tool utilized by
OICMS and NASA ALRs to monitor key activities and milestones associated with audits performed by the OIG.

In accordance with requirements delineated in OMB Circular A-50, OICMS monitors audit recommendations issued by
the OIG to ensure that a final management decision is reached within six months of the issuance of a final audit report.
A final management decision consists of either agreeing to implement an OIG recommendation; agreeing to implement
a portion of an OIG recommendation, or; declining to implement an OIG recommendation. In those instances where
agreement between the OIG and NASA management cannot be reached, a final management decision will be sought
from NASA's Audit Follow-up Official (AFO) within six months of the issuance of a final audit report.

Once a final management decision has been made to either implement or partially implement an OIG audit recommen-
dation, corrective action on the part of management is pursued as rapidly as possible, in accordance with provisions
of OMB Circular A-50. On occasion, the corrective action associated with a final management decision spans multiple
fiscal years. This may be due to the complexity of the planned corrective action (which often times consists of the
design, implementation, and testing of related systems or sub-systems); or the development, concurrence and review
process associated with the issuance of NASA policy and/or procedural requirements. NASA management continues
to aggressively pursue the implementation of agreed-upon corrective action relating to audit recommendations issued
by the OIG.

The Inspector General Act Amendments of 1988 require that heads of federal agencies report on actions taken, or
remaining to be taken, in response to OIG audit reports containing monetary findings. The amendments also require
that management disclose those OIG audit reports for which a final management decision had been made in a prior
reporting period, but where final management action is still pending. In addition to the statutory reporting requirements
delineated in the Inspector General Act Amendments of 1988, OMB Circular A-50, requires that final management deci-
sions on OIG audit recommendations be made within six months of the issuance of a final audit report. NASA'’s reporting
in conjunction with the requirements of the Inspector General Act Amendments of 1988 and OMB Circular A-50 follows:
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FY 2011 Audit Follow-up Results

1. OIG Audit Reports with Monetary Findings

During FY 2011, the OIG issued six audit reports containing monetary findings with questioned costs (potentially disal-
lowed costs) totaling $7,516,615 and “funds to be put to better use” in the amount of $107,100,000. Of the $7,516,615 in
OIG questioned costs, NASA sustained $371,612' as disallowed costs. Remaining questioned costs in the amount of
$7,145,003 are pending final management action at September 30, 2011.

Of the $107,100,000 in OIG identified “funds to be put to better use,” NASA has implemented $1,858,059? with
$93,800,000 of OIG identified “funds to be put to better use” still pending final management action as of September
30, 2011.

There were no prior year OIG reports with monetary findings requiring final management action at the beginning of
FY 2011 (see Table 1).

Table 1: Summary of the Disallowed Costs and Funds to Be Put to Better Use
(For the Year Ended September 30, 2011)

Disallowed Costs Funds to be Put to Better Use
Category Number of Number of
Reports Dollars Reports Dollars

1. Reports pending final management action at the beginning of
the reporting period 0 $0 0 $0
2. Plus: Reports pending management decisions during the
reporting period 4 $7,516,615 3 $107,100,000
3. Total reports pending final action during the reporting period
(1+2) 4 $7,516,615 3 $107,100,000
4. Reports on which final action was taken during the reporting
period 1 $372,557 1 $1,858,059
5. Audit reports pending final action at the end of the reporting
period 3 $4,816,615 2 $93,800,000

2. Prior-Year OIG Reports Pending Completion of Final Management Action

As of September 30, 2011, there were 15 OIG audit reports issued in prior fiscal years containing a total of 33 recom-
mendations on which a final management decision had been made, but final management action was still pending (see
Table 2).

The nature of the final management action associated with the 33 open and outstanding audit recommendations can be
broken down into three broad categories, namely: (1) Internal Monitoring/Program Review for Compliance; (2) Develop-
ment/Revision of Policy, and; (3) System Enhancements/Updates.

By way of comparison, for the fiscal year ended September 30, 2010, there were 12 OIG audit reports containing 34
recommendations on which final management decisions were made in prior years, but final management action was still
pending. For the five year period ended September 30, 2011, the number of OIG audit recommendations pending final
management action one year or more after issuance of a final audit report ranged between 33 and 52.

1. NASA’s Grant Administration and Management (IG-11-026).
2. Ibid.
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Table 2: Summary of OIG Audit Reports Pending Final Management

One Year or More After Issuance of a Final Report
(As of September 30, 2011)

Report Number No. of Recommendations
Report Date Report Title Open Closed Total

1G-05-016 NASA'’s Vulnerability Assessment Program

(5/12/2005) 1 3 4

1G-07-014 Controls Over the Detection, Response and Reporting of Network Security Incidents

(6/19/2007) Needed Improvement at 4 NASA Centers Reviewed 1 7 8

1G-08-025 Kennedy Space Center’s Security Program Needed Improvement

(9/19/2008) 4 4 8

1G-09-003 Review of NASA Stolen Property at GSFC and MSFC

(11/13/2008) 1 4 5

IG-09-015 NASA'’s Process for Providing Personal Identity Verification (PIV) Cards Were Not

(4/27/2009) Completely Effective in Meeting Federal Requirements 2 4 6

1G-09-017 Review of the Space Flight Awareness Honoree Launch Conference Event

(7/28/2009) 1 0 1

IG-10-011 Final Report on the Review of the Constellation Program’s Request to Discontinue

(3/29/2010) Using the Metric System of Measurement 2 1 3

IG-10-013 Review of the Information Technology Security of the Internet Protocol Operational

(5/13/2010) Network (IONet) 2 0 2

IG-10-015 Review of NASA’'s Microgravity Flight Services

(6/18/2010) 1 2 3

IG-10-016 NASA's Astronaut Corps: Status of Corrective Actions Related to Health Care Activi-

(7/6/2010) ties 1 1 2

IG-10-018 Audit of Cybersecurity Oversight of NASA’s Enterprise Document Management Sys-

(8/5/2010) tem 10 5 15

1G-10-021 Review of the Fleet Management Program at the Jet Propulsion Laboratory

(8/23/2010) 1 2 3

1G-10-019 Information Technology Security: Improvements Needed in NASA’s Continuous Moni-

(9/14/2010) toring Processes 2 0 2

1G-10-024 Review of NASA’'s Management and Oversight of Its Information Technology Security

(9/16/2010) Program 3 0 3

1G-10-023 Review of NASA’s Tracking and Data Relay Satellite System

(9/21/2010) 1 3 4
15 Totals 33 36 69

3. Final Management Decisions Not Made Within Six Months of
a Report Date

During FY 2011, the OIG issued 27 reports containing 102 recommendations addressed to NASA which required a final
management decision within six months of the respective final report dates. For the fiscal year ended September 30,
2011, NASA reported no outstanding final management decisions pending more than six months after the issuance of
a final OIG audit report. For comparative purposes, for the fiscal year ended September 30, 2010, NASA reported no
outstanding final management decisions pending more than six months after the issuance of a final OIG audit report.
Furthermore, for the five-year period ended September 30, 2011, no final management decision on any OIG audit rec-
ommendation was made more than six months after issuance of a final OIG audit report.
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4. Audit Recommendation Closure Efficiency

During FY 2011, 72 OlG-issued audit recommendations, including 41 recommendations issued in prior fiscal years, were
closed based on responsive final management action. Of the 72 recommendations closed in FY 2011, 43 percent (31)
were closed within one year of the issuance of the associated audit report, while 83 percent (60) were closed within two
years of the issuance of the associated audit report.

In FY 2010, 41 percent (31) of OIG audit recommendations were closed with one year of the issuance of the associated
audit report, and ninety percent (68) were closed within two years of the issuance of the associated audit report. For
the five year period ended September 30, 2011, an average of 47 percent of OlG-issued audit recommendations were
closed within one year of the final issuance of the associated audit report, while an average of 83 percent of OIG-issued
audit recommendations were closed within two years of the issuance of the associated audit report (see Table 3).

Table 3: Closure Efficiency: OIG Recommendations
Fiscal Years 2007-2011
(As of September 30, 2011)

FY 2011

FY 2010

43%

1%

40%

49%

FY 2009 52%

FY 2008 40%

FY 2007 60%

0% 10% 20% 30% 40% 50%

35%

60%

34%

23%

70% 80%

17%

10%

14%

25%

17%

90%  100%

FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
60% 40% 52% N% 43%
Closed > 2 years after report 17% 25% 14% 10% 17%

As previously noted, NASA’'s completion of corrective action in response to OIG audit recommendations is contingent
upon a variety of factors including the complexity of the planned corrective actions and available resources. Despite
these constraints, NASA management is committed to the improvement of Agency activities as identified by the OIG in
their audit reports and associated recommendations.
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Improper Payments Information Act (IPIA)
Assessment

The National Aeronautics and Space Administration (NASA) is dedicated to reducing fraud, waste, and abuse by ade-
quately reviewing and reporting programs susceptible to improper payments in accordance with the Office of Manage-
ment and Budget (OMB) Circular A-123 Management’s Responsibility for Internal Control, Appendix C, Requirements
for Effective Measurement and Remediation of Improper Payments. To improve the integrity of the Federal government’s
payments and the efficiency of its programs and activities, Congress enacted the Improper Payments Information Act
(IPIA) of 2002 (Public Law 107-300). The IPIA contains requirements in the areas of improper payment identification and
reporting. It requires agency heads to annually review all programs and activities, identify those that may be susceptible
to significant improper payments, estimate annual improper payments in susceptible programs and activities, and
report the results of their improper payment activities.

On July 22, 2010, the President signed into law the Improper Payments Elimination and Recovery Act (IPERA; P.L. 111-
204). IPERA amended the IPIA and generally repealed the Recovery Auditing Act (Section 831, Defense Authorization
Act, for FY 2002; P.L. 107-107). Subsequently, OMB issued Memorandum M-11-16 modifying Circular A-123 Appendix
C, Part | and Part Il (which was issued in August 2006 as OMB Memorandum M-06-23). OMB Memorandum M-11-16
requires each Executive branch agency to:

e Review all of its programs and activities to identify those susceptible to significant improper payments. OMB defines
significant improper payments as gross annual improper payments (i.e., the total amount of overpayments plus
underpayments) in the program exceeding (1) both 2.5 percent of program outlays and $10,000,000 of all program
or activity payments made during the fiscal year reported or (2) $100,000,000 (regardless of the improper payment
percentage of total program outlays).

¢ Obtain a statistically valid estimate of the annual amount of improper payments in programs and activities for those
programs that are identified as susceptible to significant improper payments.

e |mplement a plan to reduce improper payments.

e Report estimates of the annual amount of improper payments in programs and activities and progress in reducing
them.

The IPIA defines an improper payment as any payment that should not have been made or that was made in an incor-
rect amount (including overpayments and underpayments) under statutory, contractual, administrative, or other legally
applicable requirements. It includes any payment to an ineligible recipient, any payment for an ineligible service, any
duplicate payment, payments for services not received, and any payment that does not account for credit for applicable
discounts. Moreover, when an agency’s review is unable to discern whether a payment is proper as a result of insuf-
ficient or lack of documentation, this payment must also be considered an improper payment.

Throughout the past five years, NASA has diligently met IPIA program compliance by launching OMB-compliant risk
assessments, updating NASA payment process documentation, selecting OMB-compliant statistical samples for test-
ing, drafting comprehensive test procedures, reporting results in the annual PAR and documenting the IPIA review
process and results in comprehensive work papers.

During FY 2011, NASA continued its efforts to improve the integrity of its payments and the efficiency of its programs by
updating the annual risk assessment. The updated risk assessment identified 34 programs in scope and covered $19.1
billion in FY 2010 disbursements. Once the programs were evaluated, NASA identified the following seven programs for
review to determine their susceptibility to improper payments:
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e Constellation Systems

e |nstitutions and Management

e International Space Station (ISS)

e Mars Exploration

e Reimbursable — Science Mission Directorate Programmatic (RMB-SCMD)
e Space Communications and Navigation (SCaN)

e Space Shuttle Program

Total payments related to these programs amounted to approximately $5.1 billion in FY 2010. As in previous years, with
the assistance of contractor support, NASA performed an improper payment review of each program in accordance
with Appendix C of OMB Circular A-123 and identified an estimated total of $1,510,548 in improper payments with an
estimated improper payment percentage of 0.02959%. This annual estimate was based on NASA's FY 2010 disburse-
ments (October 1, 2009 to September 30, 2010). Although the testing performed found that the programs did not have
significant improper payments, as defined by OMB A-123, Appendix C, NASA will continue to monitor payments and
take appropriate corrective action for any identified improper payments.

Improper Payments Information Act Reporting Details

To conduct the FY 2011 IPIA assessment, NASA adhered to the established improper payment methodology, consid-
ered lessons learned from past IPIA assessments, and the NASA Risk Assessment methodology. In order to satisfy the
IPIA requirements the following tasks and activities were executed:

e Updated the FY 2010 risk assessment;
e Selected a statically valid sample of payments;

e Conducted a test of all transactions selected in the sample and extrapolated the results to make a valid estimate;
and,

e Reported on the details of testing and findings (if any) of the program

In the following section we summarize the details of the FY 2011 IPIA program.

l. Risk Assessment

NASA's risk assessment methodology was developed using criteria established for determining levels of risk and evalu-
ating all major programs against these criteria. Risk factors included conditions related to financial processing and
internal controls, internal and external monitoring and assessments, human capital risk, programmatic risk, and the
nature of programs and payments.

In FY 2011, NASA performed a comprehensive qualitative and quantitative risk assessment to identify programs suscep-
tible to high risk of significant improper payments. NASA's risk assessment methodology is illustrated in Table 1 below,
along with a brief summary of steps and results.

Table 1: NASA’s Risk Assessment Methodology and Results

Determine Scope

Identified 99 distinct programs
Estimated maximum error rate
of program disbursements at
12.5%

Materiality level of programs
in-scope set at >$80M

The programs in scope cov-
ered $19.1 billion in FY 2010
disbursements

Identify Programs
Eligible for Assessment

Identified 34 programs within
assessment scope

Identified 8 programs that
received ARRA funds
Non-programmatic disburse-
ments such as Institutions &
Management also included

Analyze Risk
Conditions

Evaluated FY 2010 Audit Re-
ports, Findings and Recom-
mendations

Evaluated Financial Manage-
ment trends in Internal Control
Evaluated risk conditions
including control environment,
human capital risk and nature
of payments.

Prepare Risk
Assessment

Updated information based
on intelligence gathered from
NASA Financial Management
Products and independent
reviews

Populated Risk Assessment
matrix with initial feedback
Identified 9 programs
susceptible to improper pay-
ments based on risk ratings
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(1) Determine Scope

To determine the scope of programs subject to the Risk Assessment, NASA prepared an initial selection based on
the FY 2010 total disbursements; identifying 99 distinct programs. NASA generated and provided the disbursement
totals for each program from its financial management system. The aggregate disbursement total was validated against
NASA’'s SF-133, Report on Budget Execution and Budgetary Resources.

(2) Identify Programs Eligible for FY 2011 Assessment

A review of the 99 distinct programs was made to determine whether or not they meet the materiality thresholds for
review. The materiality of disbursements is derived from an estimated error rate of 12.5 percent of program disburse-
ments. Using this estimate, the materiality level of programs in scope was set at greater than $80 million. The number
of programs in scope was reduced to 34 based on the materiality of disbursements. NASA also developed a question-
naire of additional risk conditions that NASA’s programs were evaluated against. The questionnaires were completed by
Senior Management and selected Program personnel and captured data such as risk assessment scores, disburse-
ment values, and estimated error rates.

(3) Analyze Risk Condition

The control environment, internal and external monitoring, human capital risk, programmatic risk, and nature of pro-
gram payment risk factors were analyzed during the risk assessment. NASA also reviewed documents, including the
Review of Open Audit Recommendations Affecting Recovery Act Activities (Report Number. 1G-10-014: Assignment
No. A-09-009-01) and the Government Accountability Office (GAO) report Improper Payments: Weaknesses in USAID’s
[U.S. Agency for International Development’s] and NASA's Implementation of the Improper Payments Information Act
and Recovery Auditing (GAO-08-77, November 9, 2007). Among other documents, NASA also examined the report on
NASA’s Overall Assessment of Internal Control over Financial Reporting. Once this review and analysis was complete,
the FY 2011 Risk Assessment was updated to reflect the NASA programs found susceptible to improper payments.

(4) Prepare Risk Assessment

The programs identified during FY 2011 are: Constellation Systems, Earth Science Research, Earth Systematic Mis-
sions, Institutions and Management, ISS, Mars Exploration, RMB-SCMD Programmatic, SCaN and Space Shuttle.
Table 2 below provides the FY 2011 programs susceptible to improper payments. A score greater than 3.00 is deemed
“high risk” per the NASA Risk Assessment Methodology.

Table 2: NASA Programs Identified as Susceptible to Improper Payments

Determined Risk Determined Risk Determined Risk
After Testing in FY  After Testingin FY  After Testing in FY FY 2011 Risk As- Selected for Testing
Program 2008 2009 2010 sessment Rating FY 2011
Constellation Sys- N/A Low Low 3.80 Yes
tems
Earth Science Re- N/A Low Low 3.58 No
search
Ea_lrth Systematic Low Low Low 3.32 No
Missions
Institutions and Man- Low Low Low 350 Yes
agement
International Space Low Low Low 3.20 Yes
Station (ISS) ’
Mars Exploration Low Low Low 3.48 Yes
RMB-SCMD Pro- N/A N/A Low 3.52 Yes
grammatic
SCaN N/A N/A Low 3.10 Yes
Space Shuttle Low Low Low 3.50 Yes
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As shown in Table 2, based on testing results from previous years (FY 2008 to FY 2010), some programs initially identi-
fied during the risk assessment (any programs with a risk assessment rating of greater than 3.0) were deemed low risk
and testing was not required during FY 2011. The following programs that received high risk ratings in FY 2011 but were
tested in prior years and were deemed to be low risk and do not require testing again in FY 2011 are:

e Earth Science Research (1)

e Earth Systematic Missions (1)

Therefore, the following programs were selected for testing in FY 2011:
e Constellation Systems

e Institutions and Management

e ISS

e Mars Exploration
e RMB-SCMD

e SCaN

e Space Shuttle

Il. Statistical Sampling

For each program selected for testing, NASA developed a statistically valid random sample of program payments, in
accordance with OMB guidelines. NASA constructed a stratified, random sample to yield an estimate with a 90 percent
confidence level with a margin of error of plus or minus 2.5 percent for each program. The sample was drawn from
the universe of disbursements that occurred from October 1, 2009, through September 30, 2010. For each selected
program undergoing an improper payment review, NASA developed samples for the following payment types: vendor
payments; government purchase card transactions; and travel expenditures. A total number of 1,788 transactions were
selected. Figure 1 below illustrates the total payments for each program selected for testing in FY 2011.

Figure 1: Total Outlays for Programs Susceptible to a High Risk of Improper Payments

."‘f
" Institutions &

Management
- $715,020,345

SCaN
$311,584,843

RMB-SCMD
Programmatic
$257,433,937

Mars Exploration
Program
$45,691,497
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A random sample was selected for each of the seven programs identified as susceptible to high risk of significant
improper payments.
Table 3: Population and Sample Amounts by Program

Contracts Travel Purchase Cards Totals

Program Population Sample Population Sample Population Sample Population Sample

Constellation Systems

Transactions 32,120 312 33,399 5 19,055 3 84,574 320
2::]";:”,[ $1,081,754,115 [  $437,470,134 | $13,541,975 $5,525 $5,686,341 $27,312 | $1,100,982,431 [ $437,502,971

Institutions and Management

Transactions 20,622 307 3,144 1 24,561 8 48,327 316
Dollar

Amount 698,800,772 323,849,019 1,389,701 490 14,829,872 31,857 715,020,345 323,881,366
ISS Program

Transactions 15,296 364 13,519 1 8,113 1 36,928 366
Dollar 1,752,838,532 1,229,570,808 6,318,982 8,421 1,728,649 (224) 1,760,886,163 1,229,579,005

Amount

Mars Exploration

Transactions 1,945 146 1,377 6 2,322 5 5,644 157
Dollar
44,637,583 31,463,637 576,576 5,734 477,338 5,875 45,691,497 31,475,246

Amount
RMB-SCMD Programmatic
Transactions 3,342 136 4,187 2 4,128 1 11,657 139
Dollar

254,610,680 183,198,701 1,886,651 6,803 936,606 435 257,433,937 183,205,939
Amount
SCaN
Transactions 6,035 206 4,484 3 3,824 2 14,343 211
Dollar
Amount 308,529,868 174,634,892 1,858,798 3,391 1,196,177 4,490 311,584,843 174,642,773

Space Shuttle Program

Transactions 15,926 276 17,378 2 9,636 1 42,940 279
Dollar
Amount 904,365,407 563,638,842 7,102,153 7,150 2,231,232 1,099 913,698,792 563,647,091
Total
Transactions 95,286 1,747 77,488 20 71,639 21 244,413 1,788
/Izr(:lllc?JHt $5,045,536,957 [ $2,943,826,033 |  $32,674,836 $37,514 |  $27,086,215 $70,844 | $5,105,298,008 | $2,943,934,391
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lll. Conclusion

In total, NASA identified one (1) improper vendor payment as identified in Table 4 below:

Table 4: Improper Payments by NASA Program

Finding—Discount Not Taken

Program Improper Payment Amount Over (Under) # of Payments
Constellation Systems $2,343.87 1
Total $2,343.87 1

As illustrated below, an extrapolation of the one payment over the entire universe resulted in $1,510,548 of estimated
improper payments with an estimate percentage of 0.02959% during the period October 1, 2009, through September
30, 2010. Both the improper payment percentage and the estimated amount of improper payments are not considered
significant as defined by OMB A-123, Appendix C. Consequently, NASA is not required to submit a written corrective
action plan; however, NASA will consider opportunities for enhancement in FY 2012 to further reduce its exposure to
improper payments. Table 5 below shows the total payments by population, sample amount, and annual estimate of
improper payments by program.

Table 5: Total Payments by Population, Sample Amount and Annual
Estimate of Improper Payments by Program
FY 2011 %
Estimate of
Improper
Payments

FY 2011 $
Estimate of
Improper
Payments

Transactions Dollars

Program Population

Sample

Population Sample

Constellation Systems 84,574 320 | $1,100,982,431 $437,502,971 0.13719% $1,510,548
Institutions and Management 48,327 316 715,020,345 323,881,366 0.00000% $0
ISS 36,928 366 | 1,760,886,163 | 1,229,579,005 0.00000% $0
Mars Exploration 5.644 157 45,691,497 31,475,246 0.00000% $0
RMB-SCMD Programmatic 11,657 139 257,433,937 183,205,939 0.00000% $0
SCaN 14,343 211 311,584,843 174,642,773 0.00000% $0
Space Shuttle 42,940 279 913,698,792 563,647,091 0.00000% $0

Total 244,413 1,788 | $5,105,298,008 | $2,943,934,391 0.02959% $1,510,548

Table 6: Improper Payment Reduction Outlook
(In Millions of Dollars)

2009 2011 **2012 **2013
Disburse- 2009 2009 Disburse- 2010 2010 Disburse- *2011 Est. 2012 Est. *2013
Program ments IP% IP$ IP% ments IP% Outlays IP$  Outlays IP%
Constel-
lation $3,108 0.00% $0 0.14% $43 0.14% | $0.6 $43 $0.6 $43 0.14%
Systems

*Assumes 2011 Improper payment rate remains constant in the out years.

**Assumes projected outlays remain constant in the out years.
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On July 22, 2010, the President signed into law the Improper Payments Elimination and Recovery Act (IPERA; Pub.
L. No.111-204). IPERA requires all Federal agencies to conduct payment recapture audits. NASA continues to perform
recapture audits as part of its overall program to ensure effective internal control over payments for each program and
activity that expends $1 million or more annually if conducting such audits would be cost-effective. In FY 2011 NASA
performed a recapture audit focused on its FY 2009 disbursements.

In accordance with the amended Office of Management and Budget (OMB) Circular A-123, Appendix C guidance,
agencies may determine to exclude classes of contracts and contract payments from recapture audit activities if the
agency determines that the recapture audits are inappropriate or not a cost-effective method for identifying and recover-
ing improper payments. NASA employs the Defense Contract Audit Agency (DCAA), at significant expense, to perform
auditing procedures on cost-type contracts. Performing a separate recapture audit on these cost-type contracts would
be duplicative and not cost-effective. In addition, the contractual terms of NASA’s cost-type contracts provides for audit
access only by the DCAA. Increasing audit access would require contract modifications for existing contracts, which
would likely result in increased costs. Consequently, NASA does not consider it cost-effective to conduct payment
recapture audits for cost-type contracts. Consequently, NASA does not include cost-type contracts in its assessment
for recapture audits.

NASA engages an industry-leading contracting firm to perform recapture auditing under a contingency contract. This
year, FY 2009 disbursements were audited and the results are listed in the table on the following page. The firm audited
FY 2006 through FY 2008 disbursements in prior years. The recapture audit of FY 2010 disbursements is underway.
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Program or
Activity

NASA

Type
of
Payment

Contract

Amount Sub-

ject to Review

for Reporting
FY 2009

$4,378,854,849

Summary of Recapture Audit Activity (Amounts in Dollars)

% of
Amount
Determined
Not to be
Collectable out
of Amount
Identified
FY 2009

$0

% of
Amount
Outstand-
ing Out of
Amount
Identified
FY 2009

$0

% of
Amount
Recovered

Amounts
Identified
for
Recovery
(2008 +
PYs)

Amount
Deter-
mined Not
to Be Col-
lectable
FY 2009

$0

Amount
Outstand-
ing
FY 2009

$0

Out of
Amount
Identified
FY 2009

$0

Actual Amount
Reviewed and
Reported
FY 2009

Amount
Recovered
FY 2009

$0

Recovery
FY 2009

$0 $234,376

$4,378,854,849

Cumulative
Amounts
Identified for
Recovery
(2009 + PYs)

Amounts
Recovered
(2008 +
PYs)

$216,009 $234,376

Cumulative
Amounts
Determined
Not to Be
Collectable
(2009 + PYs)

$18,367

Cumulative
Amounts
Outstand-
ing (2009 +
PYs)

$18,367

Cumulative
Amounts
Recovered
(2009 +
PYs)

$216,009

Payment Recapture Audit Targets

CY +1
Recovery Rate
Target

N/A

CY Amount
Recovered

$0

CY Amount
Iden d

$0

CY Recovery
Rate

N/A

Type of Payment

Contracts

CY+2
Recovery Rate
Target

N/A

CY+3
Recovery Rate
Target

N/A

Type of Payment

Aging of Outstanding Overpayments
CY Amount Outstanding CY Amount Outstanding

CY Amount Outstanding
(Over 1 Year)

Type of Payment (0-6 Months) (6 Months to 1 Year)
Contracts $0 $0

$0

Disposition of Recaptured Funds

Financial
Management
Improvement

Activities

N/A

Payment
Recapture
Auditor Fees

$0

Agency Expenses
to Administer the
Program

$0

Contracts

Office of
Inspector
General

N/A

Retu
Tre

rned to
asury

$0

Amount
Recovered
(PY)

$0

Amount
Recovered
(cY)

$0

Source of
Recovery

N/A

Cumulative Cum
Amount
Identified

(CY + PYs)
$0

ulative

Amount
Recovered
(CY + PYs)

$0
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NASA has taken steps through Improper Payment reviews and recapture audits to continue holding Agency managers
accountable for reducing and recovering improper payments. The recapture audit process is monitored by headquarters
to ensure compliance with NASA’'s Recovery Audit Guidance. In addition, all collection and disbursement functions are
centralized which ensures prompt and recovery of overpayments, which helps to control and review contract payments.

NASA has the infrastructure and information technology in place to reduce improper payments. There are no statutory
or regulatory barriers limiting NASA'’s ability to reduce improper payments.
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Summary of Financial Statement Audit
and Management Assurances

The following tables summarize the Agency’s FY 2011 Financial Statement Audit and Management Assurances. Table 1
summarizes the status of prior year—FY 2010 material weaknesses identified, if any by the Financial Statement Auditor.
Table 2 summarizes the status of prior year material weaknesses, if any identified by NASA Management.

Table 1: Summary of Financial Statement Audit

Audit Opinion Unqualified

No

Restatement

Beginning
Balance New Resolved Consolidated Ending Balance

None 0 0 0 0 0
Total Material Weaknesses 0 0 0 0 0

Material Weaknesses

Table 2: Summary of Management Assurance

Effectiveness of Internal Control Over Financial Reporting (FMFIA 2)

Statement of Assurance Unqualified

Beginning Ending

Material Weaknesses Balance New Resolved Consolidated Reassessed Balance
None 0 0 0 0 0 0
Total Material Weaknesses 0 0 0 0 0 0

Effectiveness of Internal Control Over Operations (FMFIA 2)

Statement of Assurance Unqualified

Beginning Ending

Material Weaknesses Balance [\ [ Resolved Consolidated Reassessed Balance
None 0 0 0 0 0 0
Total Material Weaknesses 0 0 0 0 0 0

Conformance With Financial Management System Requirements (FMFIA 4)

Statement of Assurance Systems Conform.

Beginning Ending
Non-Conformances Balance New Resolved Consolidated Reassessed Balance
Total non-conformances 0 0 0 0 0 0
Agency Auditor
Overall Substantial Compliance Yes Yes
1. System Requirements met? Yes
2. Accounting Standards met? Yes
3. USSGL at Transaction Level met? Yes
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NASA FY 2011 Public Law 111-117
Undisbursed Balances in Expired Grant Accounts

NASA monitors and tracks grants undisbursed balances in expired accounts through a monthly review of internal control
activities designed to identify undisbursed balances in expired accounts. The Continuous Monitoring Program (CMP)
ensures ongoing review and validation of financial data and the effectiveness of internal controls over the entire financial
management process, including grants. When grants undisbursed balances in expired accounts are identified, appro-
priate action is taken to ensure optimum use of grant resources.

NASA generates financial management reports to aid in the tracking and monitoring of undisbursed amounts. An aging
report of open obligations is generated on a monthly basis to determine the last day activity occurred. For open obliga-
tions in which no activity has occurred in a six month period and/or there is no supporting documentation, further review
is performed to determine the validity of obligation balances and the existence of valid source documentation. Addition-
ally, further analysis is performed to determine if funds can be de-obligated. If obligations are valid, the aging reports are
updated to reflect that obligations have been confirmed with procurement as valid.

NASA will continue to track undisbursed balances in expired grant accounts through its monthly review of internal
control activities designed to identify funds for de-obligation. This involves the continuous monitoring of undisbursed
balances, identifying balances that should be de-obligated, and performing timely close-out of grants and other activi-
ties. Additionally, NASA’s financial management and procurement offices will continue to collaborate in monitoring and
tracking undisbursed balances.

Currently, NASA does not have undisbursed balances in expired accounts that may be returned to the Treasury of the
United States. The following chart reflects the total number and dollar amount of undisbursed grants in expired appro-
priations. All amounts have been obligated to a specific project.

Total Number of Total Amount of Expired Grants

Expired Grants (In Millions of Dollars)
2008 1,457 $41
2009 1,657 $18
2010 800 $10
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Center Information

NASA Headquarters (HQ)

Washington, DC 20546-0001

(202) 358-0000
www.nasa.gov/centers/hq/home/index.html

NASA Ames Research Center (ARC)

Moffett Field, CA 94035-1000

(650) 804-5000
www.nasa.gov/centers/ames/home/index.html

NASA Dryden Flight Research Center (DFRC)
P.O. Box 273

Edwards, CA 93523-0273

(661) 276-3311
www.nasa.gov/centers/dryden/home/index.htm/

NASA John H. Glenn Research Center

at Lewis Field (GRC)

21000 Brookpark Road

Cleveland, OH 44135-3191

(216) 433-4000
www.nasa.gov/centers/glenn/home/index.htm/

NASA Goddard Space Flight Center (GSFC)
8800 Greenbelt Road

Greenbelt, MD 20771-0001

(801) 286-2000
www.nasa.gov/centers/goddard/home/index.html

NASA Jet Propulsion Laboratory (JPL)
4800 Oak Grove Drive

Pasadena, CA 91109-8099

(818) 354-4321
www.nasa.gov/centers/jpl/home/index.htm/

NASA Lyndon B. Johnson Space Center (JSC)
Houston, TX 77058-3696

(281) 483-0123
www.nasa.gov/centers/johnson/home/index.html

NASA John F. Kennedy Space Center (KSC)
Kennedy Space Center, FL 32899-0001

(321) 867-5000
www.nasa.gov/centers/kennedy/home/index.html

NASA Langley Research Center (LaRC)
Hampton, VA 23681-2199

(757) 864-1000
www.nasa.gov/centers/langley/home/index.html

NASA George C. Marshall Space Flight Center (MSFC)

Huntsville, AL 35812-0001
(265) 544-2121
www.nasa.gov/centers/marshall/home/index.htm/

NASA John C. Stennis Space Center (SSC)
Stennis Space Center, MS 39529-6000

(228) 688-2211
www.nasa.gov/centers/stennis/home/index.html
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